
File transfers are an essential part of everyday business in most 
organizations. Many systems and applications rely on or produce file 
data that is critical to an organization’s business. The problem is how 
does an organization move this critical data around and how does it 
track its movement? Organizations have resorted to custom solutions 
or forcing products to do things they are not supposed to do. What is 
really needed is a solution that can move files efficiently and reliably and 
do it in a managed and secure way that can be tracked and logged. 

TIBCO Managed File Transfer™ software enables secure, efficient, 
enterprise-scale file transfer and automates cross-departmental and 
external partner processes. It ensures SOX compliance by enabling 
organizations to audit file transfers and prevent unauthorized file 
transfers. TIBCO Managed File Transfer software is based on TIBCO 
ActiveMatrix BusinessWorks™ framework, providing a proven 
foundation for file movement and a familiar user interface. 
 
TIBCO Managed File Transfer software is optimized for organizations 
with the following characteristics:

•	 Highly distributed, global operations

•	 Decentralized/geographically separate operations 

•	 Large file sizes 

•	 Heterogeneous environment; data lives in legacy and open systems 

•	 Highly regulated environment

•	 Sensitive/customer-centric data 

•	 File exchange with external partners
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TIBCO Managed File Transfer software makes it easy to manage agent connections. 

B E N E F I T S

•	 Increases efficiency by enabling multiple 
concurrent file transfer. TIBCO Managed File 
Transfer software uses HTTP-based streaming 
technology to transfer files in “chunks,”  
which also allows for rapid recovery in  
the event of failure.

•	 Improves compliance by providing full audit/
trace capability, ensuring that all movement of 
data is tracked and recorded. Log files are kept 
with the Managed File Transfer Server, which 
can only be accessed by authorized users. 

•	 Increases control by enabling organizations 
to create a network of authorized endpoints, 
ensuring that sensitive information cannot be 
sent to unknown locations.  

AT  A  G L A N CE 

TIBCO Managed File Transfer software  is an 
enterprise-level, managed peer-to-peer file 
transfer solution with full audit/trace capability. It 
enables organizations to conduct secure exchange 
of file data with external partners and automate  
cross-departmental processes.



Central Management
The Managed File Transfer Server provides the 
central point for defining authorized transfer-
agents. This minimizes the configuration that 
needs to be done at the Managed File Transfer-
Agent level making Agent deployment simple and 
quick. 

Partner File Management
Extend file transfers to external partners with use 
of a robust and secure platform.  External partners 
can use a lightweight browser-based client or a 
feature rich thick client, depending on the de-
mands of the transfers.

Immediate or Delayed Delivery
File transfers to external partners can be pushed 
directly to the partner or held in a secure stor-
age area until the partner is ready. This delayed 
delivery allows partners to retrieve the file when it 
is most convenient.

Multiple Concurrent File Transfer 
Managed File Transfer software enables multiple, 
concurrent file transfers, making better use of 
available resources and streamlining file transfer 
tasks. 

Full Audit
TIBCO Managed File Transfer provides the 
abilityto do full audits of file transfers. A log file 
contains information that describes when each file 
was sent, where it was sent, to whom it was sent, 
and who initiated the transfer. The information is 
visible locally but managed centrally. The central 
log provides a complete picture of file movement. 

Point of Failure Recovery
Check point/recovery functionality enables  
transfer agents to start from a point of failure.  
This reduces bandwidth consumption and im-
proves the efficiency of file transfers. 

Simple Installation and Deployment
TIBCO Managed File Transfer is based on peerto-
peer communications. As such, the required 
software is minimal. A central server manages au-
thentication and authorization. Agents perform the 
transfers. Agents have no prerequisites and can be 
deployed on a large number of platforms. 

Easy Configuration
The Managed File Transfer Server defines all 
thevalid agents in the system and authorizes which 
agents can communicate. This configuration is per-
formed once and is made available to all Managed 
File Transfer Agents. A Managed File Transfer 
Agent can only participate in file transfers if the 
Managed File Transfer Server has it defined. 

Enterprise Integration
TIBCO Managed File Transfer can be combined-
with other TIBCO products such as TIBCO Active-
Matrix BusinessWorks™ and TIBCO Adapter™ for 
Files to address unique requirements. 

Standards-Based Communication
TIBCO Managed File Transfer software is built on 
AS2 on HTTPS, an external communication stan-
dard leveraged for internal communications. This 
eliminates the need to create a custom communi-
cation protocol. 

Out-of-the-Box Security
By using AS2 as the communication standard, 
there is no add-on needed for enhanced securit 
and encryption. 

Local Access to Transfer Information
Local transfer information is available at the local-
level for detailed inspection and communicated to 
the Managed File Transfer Server for a complete 
picture of the organization’s file transfers.
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P L AT F O R M , 
S TA N DA R D S 
A N D  S E C U R I T Y
Managed File Transfer Server

•	Windows 2000, XP, 2003

•	 Solaris (SPARC) 8, 9, 10

•	 Linux – requires kernel  

2.4.6 or later and glibc  

2.2.3 or later

Managed File Transfer Agent

•	Windows 2000, XP, 2003

•	 Solaris (SPARC) 8, 9, 10

•	 Solaris (x86) 10 

•	 Linux – requires kernel  

2.4.6 or later and glibc  

2.2.3 or later

•	 i5/OS – V5R3, V5R4

•	 z/OS – V1.6, 1.7 1.8 & 1.9

•	 HTTPS with SSL Certificates

•	 LDAP or TIBCO Domain 

Authentication of Agents

•	 LDAP Authentication of Users

•	 Basic identity Authentication, 

RACF, CA-ACF2, and  

CA-TSS (z/OS)


